
Agent Uninstall/Install

Member Firm 
removes existing
agent and then 
installs H2Cyber 

agent

Risk Assessment

H2Cyber performs 
the assessments

Low Risk
77-100%

Oversight

H2Cyber monitors 
Member Firms 

monthly for progress

Top deficiencies 
reviewed with Home 

Office 
monthly/quarterly

LOCs

Home Office issues 
Letters of Caution to 

Member Firms 
monthly/quarterly
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Sign up

Home Office sends 
instructions via email

Medium Risk
54-76%

High Risk
0-53%

2022 Report on FINRA’s Examination and Risk Monitoring Program

 Inadequate Risk Assessment Process
 Not having an adequate and ongoing process to assess cyber and IT risks

 Branch Policies, Controls and Inspections
 Not maintaining inventories of branch level software and hardware, inspections and 

automated monitoring programs
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Monitoring Agent

Instructions for Microsoft and Apple
(laptops, desktops, servers only)

Welcome Email

Home Office 
introduces H2Cyber 

to Member Firms
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Initial List

Home Office 
provides initial list of 

Advisors

CRM

H2Cyber loads 
Advisors into CRM for 

communications

BitLocker Disabled

Remediation 
guidance instructions

FileVault Disabled

Remediation 
guidance instructions

macOS

Remediation 
guidance instructions

Windows Home

Remediation 
guidance instructions

Device Inactivity

Remediation 
guidance instructions

Windows OS

Remediation 
guidance instructions

Missing Devices

Remediation 
guidance instructions

Workflow

Home Office 
provides ongoing U4 

and U5s

Unsupported OS No Disc Encryption

Monthly Communications via H2Cyber’s CRM Tool

$17/m per device
Charged at the end of the month based 

on the number of devices monitored

Repeat Offenders

H2Cyber provides 
information to Home 

Office

Why is Antivirus not monitored?

Antivirus (free) is native to both Windows 10/11 (via Microsoft Defender) and macOS (via XProtect).
Neither allow for uninstallation only silence, when another antivirus is present.
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