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LATEST NEWS: BUCKLER WINS THE

2023 T3 Emerging Technology Award

"Everyone Should Have Buckler”
Joel Bruckenstein, T3 Technology Tools for Today CEO

Press Release )

Regulatory & Audit Expectations

Challenges Buckler Addresses
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Multiple Meeting Assigning Reaching Full
Regulations Deadlines Responsibilities Compliance
There are multiple laws, For compliance, periodic Tasks fall across a range of It's a mountain, not a hill
guidelines, risk alerts, and tasks are monthly, people and teams to to ensure full compliance
recommendations to quarterly or yearly. ensure accountability. and stay audit-ready.
follow.

www.buckler.app info@buckler.app



http://www.buckler.app/
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Rebalance Accountability

Discover A Simplified Way To

Manage Cybersecurity Policies

Buckler gives CISOs and Security Personnel a new way to visually track, monitor,
assign tasks and get alerts for staying ahead of compliance management.

v Policies

<« Back Technical Controls Security Risk Assessment

Program Controls / Risk Assessments & Security Audits

Policies TECHNICAL CONTROLS
SECURITY RISK ASSESSMENT

Assessment

Policy Details

All Tasks Content Policy Owner

ciso

Periodically, an Assessor must audit the Firm's Network and Endpoint Cyber Posture,
including Network Penetration Testing and Vulnerability Scans.

Delegate Enforcement to
In the event the Firm accesses shared common networks, these must also be assessed.

External MS... € v
Details
Apply to
The Assessor must provide the Firm with Technical Controls Security Risk Assessment »
Report & Recommendations.
Status *
Additional Information € Default
@ o Active
Such assessments must be documented in the Technical Controls Security Risk Draft
Assessment Evidence Log.
Review
Inactive
User Survey Top 3 Reasons
Compliance-Driven Policy Efficiency Reminders & Alerts

Buckler was created by security
experts who understand regulatory
compliance requirements and the
challenges firms have to keep up with
their evolution.

Experience the Difference

Clients rave about the organization
Buckler provides to meet multiple
regulatory standards within one
environment. The heavy lifting of
sorting policies is done.

Adapt & Adopt Policies

www.buckler.app info@buckler.app

Using a calendar, administrators can
assign tasks and roles within Buckler
based on policy frequency of action to

ensure full compliance over time


http://www.buckler.app/

@ Buckler

Simplicity
Policy Title & Content

© Use pre-defined policy titles and content to cover
regulations you must meet.

@ Policies are written adhering to regulations by
Buckler's cybersecurity experts in a simple format to
capture the essence of what must be included.

@ Each policy is easy to understand and enforce.

/ Reaching Full

Compliance

Matches

[ compliance Policy List
°

FINRA - Cybersecurity Practices 2015

459 Incident Notification

NYOFS - 3/1/2017 23 NYCRR 500

500.02.b.6 Reporting Obligations

NYOFS - 3/1/2017 23 NYCRR 500

500.17.a Notices of Cybersecurity Event to Superintendent
SEC Division of Examinations - 2/3/2015 Sweep Summary Risk Alert V.4
4.03.013 Breach Notification

SEC Division of Examinations - 2/3/2015 Sweep Summary Risk Alert IV.4
4,09 Vendor Training & Breach Notification

J

Because Every Client is Unique
Custom Fields

@ While Buckler manages the title and main content of
each policy, you can add specific details in a custom
field to adapt to your environment.

@ If you decide to change more... you can additionally
create your own new policies.
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Policy Owner

ciso v

Delegate Enforcement to

Internal Cyber Manager €3 v Who

Apply to

Employees & Afllates Q) v

J Ownership,

Enforcement &
Accountability

\
( oata controls User Management
® | Access Rights & Controls Review
Content
Periodically, or upon changes to Employees, Afflates, or
What | conractors responsiviies, Access Rights & Controls must
be reviewed.
[E—
Details
P
Ex Employees, Affilates, or Contractors' access must be
e immediately canceled when no longer necessary.
e
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Predefined &
\/ Up-to-Date

Policy Content

Less is More
Policy Matches

@ See the exact list of policies across multiple
cybersecurity regulations that each Buckler policy
matches and consolidates

@ Since regulations often repeat the same policy in
multiple published documents, Buckler reduces the
number of total policies by more than 50% with some
regulations.

rAddmanal Information @ Default @)
.
The Firm must have alternate internet
providers available or obtain guaranteed
redundancy from internet providers

Custom
Fields

Adapt Buckler
to Your

Environment

Responsibility & Accountability
Policy Assignment

© Select owners who are responsible to define policies,
who enforces them, and to whom they apply.

© Create and share policy documents for different
audiences (boards, users, etc.), or by roles.
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Buckler Reminds You
Task Frequency &
Reminders

© Plan the whole year in advance by defining task

frequency in a simple-to-use calendar planning tool.

© Buckler will then generate tasks automatically... and

forever.

© You don't have to login in Buckler just to see what
needs to be done, you will receive email reminders to

never miss a deadline.

Status *

o Active

Draft
Review

Inactive

Status
Flexibility

Proof of Policy Actions

Evidence Logs

© Track everything you do for stronger evidence during

audits or, in the event of a breach.

© Customize logs by adding fields of any kind: Text,
Number, Date, Multi-select, etc.

Jeff Reed

cIso

“Buckler allows me to save precious
hours every week.”

A\l

ADVANTAGE

INSURANCE NETWORK

Status

\/ Stay On Top

With Automatic
Tasks
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Status Flexibility

Policy Status

© Sort out your policies by assigning them a status:

Active, Draft, Inactive, and to Review.

© Add your own statuses if required.

Process Controls / Employees & Affiliates.
Phishing Simulations
@ TaskLog

Recurency: Quarterly

All2) Opened(0) Overdue(0) Upcoming(0) Completed (2)
ouE . PHISHING A SUMMARY OF
oAt * CAMPAIGNTITLE  © RESULTS
08-28-2022 The Threat of Phishing 10% failures
05-28-2022 Tackling Phishing. 8% failures

Impersonation &
Brand Exploit J

‘/ Ready for Audit
With Proof

John J. Cooney, Esq.

Managing Attorney

“Buckler enables clients to better track their

regulatory obligations.”

The Law Office Of John J. Cooney




Optimizing Security Policy Management
Changing The Way You Think
About Cyber Compliance

Driven by Industry Feedback

About

For regulated Enterprises, Agencies, and
Branches in Financial Services, Buckler offers a
. Cybersecurity Policy Management System with
Cet & Stay Audit Ready all the elements to meet regulatory
Buckler gives CISOs a way to visually track, requirements. The innovative way a Buckler
monitor, assign tusks'and get alerts for staying pOliCy matches multiple policies from multiple
ahead of compliance management. ; .
regulations reduces the policy load and
creates accurate alignment with regulations.
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